How to perform self-enrollment in Duo Security MFA

1. After being added to the Duo System, you will receive an e-mail that looks similar to this within
1 day. Click on the link to be taken to the self-enroliment website.

- e me -

Tue 6/25/2019 2:41 AM
Duo Security <no-reply@duosecurity.com>

Duo Security Enroliment

To RayHall

Phish Alert

Hello,

Your organization is now rolling out Duo Security, a friendly and secure way for you to log into your applications. Your
administrator has invited you to set up your account for Duo so you can start logging in.

To begin, click this link to enroll a phone, tablet, or other device:

Duo Security is a two-factor authentication service that strives to be easy to use and secure. To learn more about Duo
authentication, visit the guide here:

hitps://guide duo.com/enroliment

2. This will be the first screen; click Start Setup.

='l= Protect Your Carteret County
T e Government Account

Need help?

Two-factor authentication enhances the security of your account by using a
secondary device to verify your identity. This prevents anyone but you from
accessing your account, even if they know your password.
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This process will help you set up your account with this added layer of
security.




3. Specify what type of device you want to enroll to act as your multi-factor / secondary
authentication device. The most common option will be Mobile Phone. Please check with IT
before selecting a different option.

=|I= What type of device are you adding?

What is this? 4

@ Mobile phone RECOMMENDED
eed heip?

Tablet (iPad, Nexus 7, efc.)
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Landline
Security Key (YubiKey, Feitian, etc.)

Touch ID

Requires Chrome on macOS {o use Touch ID

4. Enter your mobile phone number and click Continue.

=|le Enter your phone number

What is this? (¥
Need help? United States v
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Example: (201) 234-5678




5. Select your type of smart phone. If you have a flip-phone / non-smartphone, select other.

-~ I
= — What type of phone is :

What is this? [
oAt s s (@) iPhone
Need help?

Android

Powered by Duo Security Windows Phone

Other (and cell phones)

6. If using a smartphone, download the respective “Duo Mobile” app onto your phone. Then click |
Have Duo Mobile Installed.

=y l- Install Duo Mobile for iOS

What is thes? [f

1 Launch the App Store app and
search for "Duo Mobiie”

2 Tap "Get" and then "Install” to
download the app.

Need help?
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m | have Duo Mobile installed




7. Open your Duo Mobile app and click the + sign to add an account. Then scan the barcode on the
screen with your phone.

-'l‘ Activate Duo Mobile for iOS

Yhatis this? f

Noeed haoip?

1. Open Duo Mobile
2 Tap the "= button
3. Scan this barcoda.
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Emal me an actvation link nsiesd

8. Choose what you would like to happen when using Duo by default. If you select Ask Me To
Choose, you can choose each time between using the App, getting a phone call, or getting a text
message to authenticate you. Click Finish Enrollment and you are done!

-|l‘ My Settings & Devices
= R

What is this? (3

a
Need help? C?) IOS— NETANOED
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Default Device: 108 _

When llogin: | Ask me to choose an authentication method v

Ask me to choose an authentication method
Automatically send this device a Duo Push
Automatically call this device

9. Now when you sign in to a system that has been setup to use Duo MFA, after entering your

username and password, you will be sent a code on your device to enter as the “multi-factor”
authentication.


Ray.Hall
Highlight




